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MARITIME REGULATORS HAVE approved new guidance
designed to assist shipowners to safely comply with the 2020
sulphur cap.

The International Maritime Organization’s Marine Environment
Protection Committee, meeting in London this week, gave the green
light to the guidance to assist crew, operators and owners with
technical challenges they may face due to the new rules.

It offers advice on how to prepare vessels for implementation of the
cap, with a proposed ship implementation plan that entails risk
assessments for the impact of the new fuels, procurement of
compliant fuels and switch from conventional residual fuel oils to
0.5% sulphur compliant fuel oil, among other elements.

The guidance is part of a larger set of guidelines the IMO is working
on ahead of 2020.

The MEPC rejected a call for “practical and pragmatic approach by
port state control authorities” during inspections. It also agreed that
the implementation plan will not be mandatory.

The IMO still has to finalise a standard reporting format that
owners can resort to in cases of non-availability of compliant fuel
oil, known as FONARs.

Meanwhile, organisations, including the International
Standardisation Organisation and the International Bunkering
Industry Association, are working on a separate guidance geared
towards ship operators and fuel suppliers.
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It would cover issues around compliant fuel
supply, characteristics, properties, storage and
use.

A first draft of the guidance will be submitted to
the IMO’s sub-committee on Pollution Prevention
and Response, meeting in February.

OPINION

Lloyd's List names Outstanding Achievement

Award recipient

JITENDRA Misra, managing director of Dubai-
based Emarat Maritime, has been named as the
winner of the Lloyd’s List Outstanding
Achievement Award for South Asia, Middle East,
and Africa.

In a career spanning almost 50 years, Capt Misra
started as a deck cadet with India Steamship, rising
through the ranks to become one of the youngest
masters in the Indian merchant fleet.

After eight years in command of general
cargoships, container vessels, and panamax and
capesize bulk carriers, he took up commercial
challenges ashore in the UK.

While in London, he completed his Institute of
Chartered Shipbrokers exams in 1988 and came
third on the International Merit List.

In 1990 he relocated to Dubai to set up the
shipowning division of the Sharaf Group. His
experience, qualifications, and determination
meant he rose quickly and was appointed managing
director of Emarat Maritime in 1997.

Capt Misra is a Fellow of the Institute of Chartered
Shipbrokers and is the founding chairman of the
Institute’s United Arab Emirates branch. He is also
a Fellow of the Chartered Institute of Logistics and
Transport. After being the Honorary
Corresponding Member, he set up the UAE Section
and was elected its first secretary-general.

In 2009 he was elected a BIMCO director; in 2013
he became a member of its documentary

committee, and in 2015 he was elected chairman of
BIMCO’s marine committee and a member of the
executive committee.

In 2005 he was instrumental in setting up of the
UAE Ship Owners Association, now renamed the
UAE Shipping Association, served as its first
secretary-general and continues as a board
member. In 2016 he was nominated by royal decree
as member of the first board of trustees of Emirates
Maritime Arbitration Centre.

Meanwhile, his commitment was recognised by
ClassNK and Lloyd’s Register, both of which
appointed him chairman of their Middle East
technical committees, and by ABS, which elected
him a Member of the Society for a five-year term.

He has been honoured by Seatrade, International
Bulk Journal, and the Institute of Economic
Studies in Delhi, and he achieved Asian Leadership
Global Indian award by Stars of the Industry Group
with CMO Asia, CHRO Asia and World CSR Day as
strategic partners.

Even with all this, he remains a seafarer at heart,
and continues to seek innovation in shipping.

He worked closely with a Japanese shipbuilder in
the design and development of the world’s first
ultramax bulk carrier of 60,341 dwt. This vessel,
the Dubai Sun, was delivered to Emarat Maritime
in 2010, and won two Ship of the Year awards in
that year. It is to Capt Misra’s credit that the
ultramax is now the design of choice for shipowners
contracting geared dry bulk carrier newbuildings.

ANALYSIS

Maritime wakes up to cyber security threat

MARITIME has been accused in the past of not
giving cyber security the level of seriousness it
deserves. Several high-profile hacks later and it
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appears the industry is finally waking from its
complacency.
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Last year’s attack on Danish giant Maersk was the
‘eureka moment’ that helped galvanise industry
stakeholders into action.

With the online systems of one of shipping’s most
prominent names compromised, this news story
effectively showed that nobody was safe. Subsequent
attacks on Chinese conglomerate Cosco and London
brokerage Clarkson have since rammed home this
message, ensuring cyber security is no longer merely
a side issue.

Yet despite a change of mindset after cyber security
was thrust into the limelight, the industry is
conscious that it is playing catch-up and is ill-
prepared.

A recent poll of Lloyd’s List readers revealed that
only 6% of the industry felt confident that it was
ready in the unfortunate scenario of coming face-to-
face with a cyber attack.

The poll came shortly before the equally

damning conclusion of a major survey carried

out by the Copenhagen-based trade association
Global Maritime Forum, big league broker Marsh
and the International Union of Marine Insurance,
as part of its Global Maritime Issues Monitor 2018
report.

The study, based on research of senior maritime
stakeholders from more than 50 countries, found
that ‘cyber attacks and data theft’ appear to be the
industry’s Achilles’ heel. Cyber security came top out
of 17 global issues highlighted in the report the
industry says it is least prepared for. Furthermore,
cyber security was viewed as the issue most likely to
occur and was only surpassed by a ‘global economic
crisis’ and ‘energy price fluctuations’ in terms of
overall impact.

While the findings are of obvious concern, one
positive is that industry executives are at the very
least aware of the risk posed by hackers — a far cry
from the days before the Maersk attack when it felt
the industry had yet to realise that it, too, was part
of cyberspace.

This laissez-faire approach stems from the very top.
Indeed, the initial response to cyber security from
the International Maritime Organization came late
in comparison with other transport sectors, most
notably the aviation and aerospace industries.

Having issued interim guidelines on ‘Maritime
Cyber Risk Management’ in 2016, the IMO has since
chosen to amend its general security management

codes, namely the International Ship and Port
Facility Security Code and International Security
Management Code, to include specifics on cyber
security rather than create a fresh set of guidelines.
However, even these amendments will not be
enforced until January 1, 2021.

Instead, it has fallen to others to take on the cyber
security mantle in the IMO’s absence.

The most significant strides have been taken by
BIMCO. Guidelines published by the international
shipping association representing shipowners have
been commended by the IMO and have been widely
acknowledged as the go-to cyber aid. BIMCO
launched the second edition of its guidelines in 2017,
while a third is scheduled to be released before the
end of this year.

However, the BIMCO guide has its limitations,
because it only offers guidance for ships at sea.
While there is some landside crossover, there are
still some gaps that mean it cannot be adopted
industrywide. The US Coast Guard has looked to
plug this hole for its domestic interests through the
launch of its cyber strategy, while other
organisations, including the International Cargo
Handling Coordination Association, the
International Chamber of Shipping and the
International Association of Classification Societies
have sought to issue further guidance with cyber
recommendations of their own.

But there are still no official industrywide guidelines
on best practice or risk mitigation against potential
threats online.

The absence of an overarching reference text maybe
lamentable, but the importance of having systems
and procedures in place to combat cyber crime is
finally striking a chord with the maritime
community.

The industry has been made painfully aware of the
consequences of being hacked following Maersk’s
$250m-$300m financial loss at the hands of the
NotPetya cyber attack.

Lars Jensen, chief executive and founder of
CyberKeel, a Danish consultancy focused on
cybersecurity in the maritime industry since 2013,
says the impromptu attack on Maersk, while
unfortunate for his compatriots, has proved the
catalyst for change.

“Before the Maersk attack, we were at a point where
most people in the industry said they took it
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seriously, but when you scratched beneath the
surface it was hard to find tangible action.”

More companies are now allocating significant
resources and funding towards combating cyber-
crime. More importantly, they are going about this
in the right way by carrying out an internal
assessment to determine where vulnerability lies
before all else, according to Mr Jensen.

“This is a good thing. Rushing out and spending
millions on tech solutions is not the right step if you
don’t know exactly what you need to do.”

Many find the issue is not something
sophisticated. Instead, something simple such
as systems maintenance, patching or software
upgrades. Passwords are also found to be too

to crack, and people continue to click on links
they should not be clicking on. Email compromise,
or phishing, remains the preferred attack vector
by online criminals. This was the weapon of
choice used in the most recent major maritime
attack of the Port of San Diego, California, in
September, as well as the Cosco compromise
earlier this year.

Although systems maintenance, cryptic passwords
and ensuring people are trained not to click on
certain links or opening suspicions emails may seem
mundane, this is the reality. Fortunately, the
industry is beginning to realise that getting the
basics right is vital.

“Look at your own personal behaviour at home. Do
you upgrade your computer every time a software
update becomes available? We are creatures of
convenience and this transcends into IT,” adds Mr
Jensen.

Creating a culture of cyber awareness is something
John Boles, formerly head of the Federal Bureau of
Investigation’s global cyber operations and
investigations division and now director of global
consultancy Ankura, has long advocated.

Speaking to Lloyd’s List earlier this year, he
proclaimed that the industry needs another cyber
attack of the same or even greater magnitude of
NotPetya before it starts to take cyber security
seriously.

But he admits that he is no longer yelling into the
wind when it comes to addressing cyber security to
the industry. An increasing number of companies
from a shipping background are carrying out online
system assessments, while others — at the very least

— are displaying a newfound willingness to enter
dialogue surrounding the issue.

While Mr Boles commends the industry for this
change of tack, he too shares the opinion that there
is still work to do to bring shipping up to scratch.

He says the lack of regulatory pressure for one has
instilled a false sense of security, but it is the level of
under-reporting and sharing of information that is
of grave concern.

Although the number of reported attacks is on the
rise, there are still many that go unreported. Indeed,
Mr Boles says he is still inundated with clients
reporting that their systems have been
compromised.

There is a notion that if you are hacked then you will
lose the trust of customers.

Mr Jensen recalls that in the days following the
Maersk attack he was confronted with a barrage of
shippers asking who was most likely to be the next
target of cyber criminals.

Even though Mr Jensen explained to shippers that
he would put all box carriers on an equal footing,
their concerns show the fear of reporting is not
totally unfounded.

There is also little logic in reporting a ransomware
attack if you have bowed to criminals and paid the
ransom to recover data. Not only would you come
under immense scrutiny for paying the sum, but also
become an easy target for other hackers with similar
intentions.

A lack of reporting also affected the US financial
sector before a series of distributed denial-of-service
attacks — commonly known as DDoS attacks — in
which the perpetrators prevent users from accessing
the internet while they hack into their systems,
forced action.

Prior to these attacks, which occurred back in 2011,
there was a reluctance to go public about DDoS
attacks and similar events for fear of reputational
damage.

It was not until after these attacks that banks and
other financial institutions in the US realised that
this was no longer an individual company issue, but
rather an industry-wide security concern.

There are, though, signs that maritime is starting to
get its act together here too, as seen in the launch of
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the CSO Alliance’s Maritime Cyber Alliance, an
anonymous online reporting tool that allows anyone
in a company to report any attack on a company or
vessel, without fear of reprisal.

The shipping industry’s learning curve is anticipated
to become even steeper as hackers adapt and
become more sophisticated in creating ingenious
ways to probe online defences.

Ransomware, for example, used to be delivered by
email, but is now typically driven by a remote
desktop programme, which does not rely on an
employee action to click a malicious link to start an
infection.

And the task will become that much harder with the
attack surface growing by the day as the supply

chain becomes increasingly connected online and
the industry is relentlessly goaded towards
becoming paperless. Advances in blockchain and
artificial intelligence will also pose fresh challenges.

The industry is certainly in a better position than
it was pre-Maersk. However, it will never be 100%
safe from online intruders. Indeed, it is not a case
of if a shipping company will be attacked again,
but when.

“It is not about being safe. It is about risk mitigation
and resilience and, in the case of cyber security, we
still have a long journey ahead of us,” says Mr
Jensen.

At least now the industry is finally heading in the
right direction.

Mainlane performance describes a tale

of two trades

RATE divergence on the Asia-Europe and
transpacific trades is symptomatic of supply
fundamentals, according to Clarksons Research.

Historically, spot box freight rates on the two
trades had moved closely in line with one another,
influenced by similar high-level fundamentals,
Clarksons said in a report.

In recent months, however, rates on these routes
have moved further apart.

“The peak leg Asia-Europe and Transpacific trades
are key routes in container shipping, and
accounted for c.17% of global box trade volumes in
2017 in teu terms,” Clarksons said. “A significant
share of the major liner companies’ revenue stems
from these routes, and freight rate levels there can
have a significant impact on operators’ financial
results.”

Both trades serve developed economies and are
reliant on consumer demand, and both utilise large
vessels. Moreover, spot rates usually rise and fall
together on the two trades.

“Since July this year, however, there has been a
significant divergence in performance, with the
Asia-North America spot freight rate index

increasing 34% to stand at 89 points in September,
a three-year high, while the Asia-Europe index fell

9% during this period to 48 points, dropping below
the 2017 average level,” Clarksons said.

Despite increasing threats to transpacific trade
from the US-China trade dispute, volume growth
has remained robust, at 5.4% in the year to August.

“Coupled with liner companies’ ongoing efforts to
manage excess capacity through cascading and
service reorganisation, freight rates on the route
firmed significantly over the past quarter,” it said.

While capacity on the transpacific fell 2% during
the third quarter of this year, continued deliveries
of ultra large containerships had led to a rise in
deployed capacity on the Asia-Europe trade.

“Running capacity on the route rose 1% during the
third quarter, although service suspensions and
blank sailings from a number of carriers in the
fourth quarter may help to limit further increases,’
Clarksons said.

Capacity growth coincided with weakening
demand as economic conditions in a number of
European countries led to a 3% decline in volumes
in the May-August period in 2018.
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MARKETS

LNG newbuilding boosted by stronger

shipping markets

LIQUEFIED natural gas carriers have been a star
performer in newbuilding markets this year as strong
freight rates and bullish sentiment in the sector have
pushed up orders threefold in capacity terms.

A total of 43 LNG carriers — including three LNG
bunkering units — with a combined capacity of 6.8m
cu m had been contracted between January and
September, Clarksons said in its latest shipbuilding
report.

Investment in the sophisticated tank ships stood at
$7bn in the first nine months, accounting for about
16% of the world’s estimated total. That comprises
the highest proportion of investment in a particular
segment yet recorded by the brokerage house, even
when compared with previous full-year results.

“This increase has partly been driven by stronger
shipping markets in 2018 so far, as well as the
optimistic outlook for the sector,” the report said.

The daily rate for a 160,000 cu m LNG carrier
reached $100,000 in early October and topped
$150,000 last week, according to brokers’ reports,
with the International Energy Agency expecting
demand for LNG shipping to rise from around 350m
cu m in 2018 to nearly 500m cu m by 2023.

Greek owners took the lead in the ordering spree,
swallowing up 22 vessels — all 170,000 cu m and
above units — with a combined capacity of 3.8m cu
m in the period, according to Clarksons.

The runners-up were Norwegian owners, having
contracted a combined six new LNG carriers of 1m
cum.

Some of these orders were speculative, the report
added.

The remainder was placed by owners from China,
Japan, Singapore and elsewhere, typically against
long-term time charters.

From a shipbuilding perspective, major South
Korean yards were the obvious winner.

Hyundai Heavy Industries, Samsung Heavy
Industries and Daewoo Shipbuilding & Marine
Engineering clinched 38 of the 43 newbuildings
ordered globally, including all the large LNG carriers
of 170,000 cu m and above.

“With a combined capacity of 6.6m cu m, these
orders account for the highest share of LNG carrier
contracts won by Korean yards in any year since
2007,” Clarksons said.

By comparison, yards from China were left far
behind, with only two 79,800 cu m units ordered at
Jiangnan Shipyard in August, it added.

“However, with Chinese yards aiming to increase
focus on higher value units, LNG carrier building is
thought likely to gain significance in China in the
future.”

Allin all, LNG carriers was basking in the market
“warmth”, the brokerage house concluded.

“With the LNG shipping environment looking
firmer, statistically the sector is playing a more
prominent role in newbuilding activity than ever.”

DP World container volumes slow

due to ‘market caution’

DUBAI-based ports operator DP World saw overall
throughput of 53.6m teu in the first nine months of
2018, up 2.6 % from 52.3m teu in the previous
corresponding period.

Volumes slowed down in the third quarter however,
shrinking 1.4% to 18.0m teu, due to a higher base in
the third quarter of 2017 and softer volumes in the
UAE DP World said in a press release.

The UAE terminals handled 11.3m teu in the year-
to-date, down 2.1% year-on-year.

Third quarter volumes in the UAE slid even further,
falling 6.7% to 3.6m teu due to the challenging
macroenvironment and loss of lower-margin cargo.

Growth in Europe remained robust with strong
growth in London Gateway and Rotterdam and
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volumes in the Europe, Middle East and Africa
segment rose 1.7% to 22.3% in the first nine months.

The Asia-Pacific and Indian subcontinent terminals

and general caution in the market given the current
uncertainty in global trade,” DP World group

chairman and chief executive officer Sultan Ahmed

saw volume grow 3.1% in the year-to-date to 24.7m

teu while the smallest segment, the Americas and
Australia, saw the fastest growth in throughput

rising 3.7% to 6.m teu.

“As highlighted in our first half throughput
announcement, we have seen our volume growth

Bin Sulayem said.

“In the UAE, the volume weakness in 3Q is mainly
due to loss of low-margin throughput, where our

focus remains on profitable cargo and, while the
near term volume outlook in Jebel Ali remains

profitability.”

decelerate due to the strong prior year performance

challenging, we have taken measures to maintain

IN OTHER NEWS

HMM to impose fuel surcharge
SEOUL-LISTED Hyundai
Merchant Marine said it plans to
impose a fuel surcharge in
January 2019 to account for the
expected increase in fuel costs
as a result of the IMO 2020
sulphur emissions regulations.

The company joins other large
container lines such as Maersk,
CMA CGM, MSC and most
recently OOCL, that have also
announced extra bunker charges
to deal with the higher cost of
low sulphur fuel.

Like the others, the specific
amount of the surcharge was not
disclosed.

D'Amico chief executive Marco Fiori
steps down

MARCO Fiori has stepped down
as the director and chief
executive officer of d'Amico
International Shipping, citing
personal reasons.

Mr Fiori joined the group as the
managing director of Cogema in
1996 and has since held many
other executive positions in the
d'’Amico Group companies.

The Italian group has announced
his departure from the company
is scheduled for December 31.

Ocean Alliance partners fight for top
slot on transpacific trade

THE race for transpacific market
share has intensified, with CMA
CGM and Cosco battling for pole
position.

Ocean Network Express lost
14.2% of cargo from April to
September, compared with the
combined volumes of parent
companies K Line, MOL and NYK
during the same period last year,
according to the latest eastbound
transpacific liftings data
analysed by Alphaliner. This
pushed the Singapore-based
carrier into third place.

“Cosco was able to grab the top
spot on the transpacific trade
following the acquisition of OOCL
in July this year, with a combined
share of 17% of the total Asia-US
eastbound trade volumes,” said
Alphaliner.

MOL plans performance monitoring
system for 80 bulkers

MITSUI OSK Lines is taking a big
step towards boosting efficiency
after signing on for performance
analysis and reporting on 80
time-chartered bulk carriers.

Napa Fleet Intelligence will
combine its naval architecture
expertise and proprietary data

modelling with open source data
and MOL's own reports to
produce analytics and actionable
insights with zero onboard
installation.

The system will enable MOL to
receive cloud-based fleet-wide
hull performance analysis,
voyage-by-voyage performance
reports, and voyage planning.

UK borders ill-prepared for no-deal
Brexit, NAO warns

NEW infrastructure to track and
physically examine goods cannot
be built before the UK leaves the
European Union, it has been
claimed.

It means that Britain will not be
able to fully enforce compliance
regimes at the border on ‘day
one' in the event of a no-deal
Brexit.

This is among the conclusions
within a report published by
Britain's spending watchdog, the
National Audit Office.

DSV ends its pursuit of CEVA
Logistics after raising bid

DSV, the international freight
and logistics group, has ended
its pursuit of fellow third-party
logistics provider CEVA
Logistics.
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DSV said its withdrawal was Sources close to DSV told Lloyd's  price. They said while the

because of the unwillingness of Loading List that the company company would be willing to talk
the CEVA board to “engage believed its revised offer of CHF30  further if a new opportunity arose
directly with DSV at the price (830.1) per share, lodged on at that price, it did not expect the
offered". October 18, was an attractive situation to change any time soon.

For classified notices please view the next page.
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MORAY OFFSHORE WINDFARM (EAST) LIMITED
THE ENERGY ACT 2004

NOTICE OF APPLICATION FOR SAFETY ZONE SCHEME DURING CONSTRUCTION AND MAJOR
MAINTENANCE OF MORAY EAST OFFSHORE WIND FARM

THE ELECTRICITY (OFFSHORE GENERATING STATIONS) (SAFETY ZONES) (APPLICATION
PROCEDURES AND CONTROL OF ACCESS) REGULATIONS 2007 — STATUTORY INSTRUMENT 2007 NO
1948

Notice is hereby given that Moray Offshore Windfarm (East) Limited, Company Number 07101438,
Registered Office c¢/0 7side Secretarial Ltd 1st Floor 14/18 City Road, Cardiff, United Kingdom CF24
3DL, has applied for consent from Marine Scotland as set out in the Energy Act 2004 and the
Electricity (Offshore Generating Stations) (Safety Zones) (Application Procedures and Control of
Access) Regulations 2007 (SI No 2007/1948) for safety zones as follows, for the previously consented
Offshore Renewable Energy Installation known as Moray East Offshore Wind Farm, during
construction and major maintenance phases.

The following safety zones are being applied for:

e During the construction phase a programme of 500 metre (m) ‘rolling’ safety zones around
the location of each wind turbine and/or its substructures and foundations during certain
construction activities (as identified by a risk assessment).

e Pre-commissioning 50 m safety zones surrounding each wind turbine and/or its
substructures and foundations whilst work is not ongoing.

e During the operational phase, a 500 m safety zone around all ‘major maintenance’ being
undertaken on any wind turbine and/or its substructures (as identified by risk assessment).
Major maintenance is defined as any activity involving large vessels (such as jack-up barges
or heavy lift vessels). No safety zones are planned during normal operations of the wind
farm.

The precise start date and co-ordinates of the safety zones will be detailed in the Notice to Mariners
prior to their implementation.

The safety zone scheme will be available for download from Marine Scotland at
http://marine.gov.scot/ml/moray-east-offshore-windfarm. Alternatively, a request to receive a hard
copy may be made in writing to Moray Offshore Windfarm (East) Limited at 5™ Floor, Atria One, 144

Morrison Street, Edinburgh EH3 8EX. Any person wishing to make representations to the Secretary
of State about the application should do so in writing to the Scottish Ministers, c/o Marine Scotland
— Licensing Operations Team, Marine Laboratory, PO Box 101, Victoria Road, Aberdeen, AB11 9DB
moray-east.representations@gov.scot, stating the name of the proposal and nature of their

representations, not later than 28 days from the date, or latest date of this notice.

Fair Processing Notice

The Scottish Government’s Marine Scotland Licensing Operations Team (“MS-LOT”) determine
applications for marine licences under the Marine (Scotland) Act 2010, the Marine and Coastal Act
2009 and section 36 consents under The Electricity Act 1989 (as amended). During the consultation
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process any person having an interest in the outcome of the application may make a representation
to MS-LOT. The representation may contain personal information, for example a name or address.
This representation will only be used for the purpose of determining an application and will be
stored securely in the Scottish Government’s official corporate record. Representations will be
shared with the applicant and/or agent acting on behalf of the applicant, any people or
organisations that we consult in relation to the application, the Directorate of Planning and
Environmental Appeals should the Scottish Ministers call a PLI and, where necessary, be published
online, however personal information will be removed before sharing or publishing.

A full privacy notice can be found at:

http://www.gov.scot/Topics/marine/Licensing/marine/PrivacyNotice. If you are unable to access
this, or you have any queries or concerns about how your personal information will be handled,
contact MS-LOT at: ms.marinerenewables@gov.scot or Marine Scotland - Licensing Operations
Team, Marine Laboratory, 375 Victoria Road, Aberdeen, AB11 9DB.
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