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Baltic and Arctic are newest
AIS interference hotspots

JCU DEBEG 3401 |

INCIDENTS of disruptions to Automatic Identification System data in
the Baltic and Barents Seas have surged in recent months, according to
analysis of Lloyd’s List Intelligence vessel-tracking data.

Ships that are caught up in the interference are the victims of third-party
efforts to disrupt and manipulate Global Navigation Satellite System
receivers, which AIS systems rely on to derive positional information.

Areas just outside of Russian ports in the Gulf of Finland, Baltic and

Barents Seas have been increasingly targeted, causing vessels sailing

nearby and those approaching and berthed at these ports to transmit
false location information.

Incidents involving AIS disruption for cargo-carrying vessels sailing into
and out of ports like Ust-Luga, Saint Petersburg and Murmansk started
to pick up in November last year with 51 different ships impacted.

Activity spread and intensified throughout December and has remained
at elevated levels since.

Examples of the impact to AIS data of third-party GNSS interference can
be seen in the graphic below.

The occurrence of GNSS interference and subsequent impact to AIS data
is not a new phenomenon and is commonly seen in conflict zones.

However, disruption in and around Russia’s maritime trading lanes is
relatively unique for how widespread and severe the interference is.

Page 1



In some places, such as the Kerch Strait, an effective
“blackout” of navigational data has been imposed
given this information is constantly manipulated.

The Baltic and Barents Seas are known
areas for GNSS interference.

In its 2024 annual assessment the Nordic
Maritime Cyber Resilience Centre said there was
an increase in these disruptions in the Baltic

Sea after Sweden and Finland joined Nato.

It is unclear why GNSS interference
though, particularly around Russian
ports, has expanded and intensified.

“It seems we can’t be sure exactly what it

is, but that is often the very intention and
purpose behind Russian operations,” said
Cormac Mc Garry, director at Control Risks.

“It aligns with what we are seeing more broadly
with a deluge of Russian grey zone tactics across
the board, not just in the maritime domain,
often clearly stamped with Russian methodology
but with no clear or distinct outcome other

than to sow some confusion and doubt.”

The recent disruption, though largely
impacting vessels trading out of Russian
ports, is also obscuring the voyage data for
ships calling at neighbouring countries.

For example, some vessels calling at the Polish
ports of Gdynia and Gdansk are seeing their
AIS tracks jump to the Kaliningrad area.

This may have repercussions for risk and
compliance professionals, because even
the suggestion of a Russian port call could
necessitate additional due diligence checks.

Creating the illusion or possibility of a Russian
port call is not the only obstacle for those
tracking and verifying ship movements, with
some legitimate calls to Russian ports being
missed as a result of the disruption.

This is the case for sanctioned suezmax
Fast Kathy (IMO: 9408205) (the green
vessel in the image above, Murmansk).

The Honduras-flagged crude oil tanker,
which falls under UK and Canada sanctions
programmes, can be tracked approaching
the port of Murmansk on March 15.

The combination of an AIS gap, which may be a
result of jamming, and third-party spoofing has
meant that no port call was generated for the vessel.

Fast Kathy departed on March 18 with AIS data
suggesting the ship loaded at Murmansk.

This means that, depending on what maritime
tracking platform someone is using, those
reviewing the ship will have to investigate using
historical AIS positions to capture the port

call, rather than relying on callings data.

Added difficulty in tracing ship movements may
be the desired outcome of the GNSS interference.

“There are two layers to this interference which
impacts AIS data,” explains Yoriik Isik, a geopolitical
analyst from the Istanbul-based consultancy
Bosphorus Observer. “One is to help hide sanctions
evasion or unlawful commercial activity.”

“The other layer is that all these areas are de
facto war zones, so these disruptions are to
do with military activity and objectives.”

WHAT TO WATCH

Former Singapore PM warns of geopolitical
choppy waters for shipping

MORE geopolitical choppy waters could lie ahead
for the shipping industry, former Singapore Prime
Minister Lee Hsien Loong warned at the opening

of Singapore Maritime Week on Monday.
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“There is a fundamental concern that
security and resilience must be weighted
more heavily and perhaps given priority over
prosperity and interdependence,” said Lee,
now a senior minister in an advisory role.
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He said he did not want the “law of the jungle”
to return to the world, and national security
cannot be an excuse for countries to do as they
please. “Even if it is national security, you don’t
want to spend yourselves to bankruptcy.”

He spoke as the global governance and trade

system is undergoing tremendous change, with
efficiency-focused globalisation and free trade facing
grave threats from populism and protectionism.

Great power rivalry is also intensifying, raising
concerns over the prospects of larger-scale
military conflict. And these trends are increasingly
becoming the most critical factors shaping the
fortunes of the trade-dependent shipping industry.

Lee said that even during the term of US
President Donald Trump, who is often touted
as a skilled negotiator, the two superpowers
— the US and China — would be unlikely

to reach a grand bargain to reconcile.

“I think it would be difficult, because the
issues between the US and China are deep.”

He said the US sees China as “a pacing
challenger,” which in geopolitical terms means
a rival advancing significantly to challenge

the dominant power’s position in areas
spanning across economic strength, military
capabilities and technological advancements.

“I think it is not acceptable to the Americans to have
this happen, because they see differences between
them and China quite fundamentally, in terms of
ideology, in terms of global influence, in terms of their
place in the world,” he said. “And they have decided
they must and will stay ahead, one way or the other.”

China, on the other hand, sees US moves as wanting
to contain its rightful growth and place in the world,
Lee added, and these two completely contradictory
mindsets inevitably result in clashes of interests.

“Unless China and the US work together and have
some kind of working arrangement, I think both
will be in trouble, and the world will be in trouble,
because if they clash with one another... they’ll do
a lot of harm to both and the rest of the world.”

This confrontation is also increasingly buffeting
the shipping sphere, with Washington’s
proposal to charge exorbitant port fees on
Chinese-built ships and companies operating
them being one current issue of concern.
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The US Trade Office held a public hearing on
Monday, March 24 that could shape policymakers’
decision on whether to implement the proposal
seen as likely to damage both the US and

China and to massively disrupt global trade.

“I think that many of us across the industry,
including many of our customers, have been
speaking out, trying to allow the regulators to
better understand the unintended consequences
potentially of some of the legislation theyre
bringing forward,” Ocean Network Express chief
executive Jeremy Nixon told the audience.

“I think we’ll find out, frankly, on April 17, because
that’s the one year process section 301, as to whether
that’s reality or not reality. And then we’ll have

to very, very quickly adjust and adapt. But that
would have a massive impact, potentially, on the
container shipping sector and our customers.”

Nixon added that two other major factors that
could shape the trajectory of the shipping
industry — the outcome of the Red Sea crisis and
the upcoming IMO vote on global fuel standards
and carbon tax — are also politically driven.

In addition, the Trump administration is also
waging a tariff war on China and other major
US trading partners as part of its ‘America First’
strategy and efforts to bring manufacturing
back home, although the ability of import duties
to achieve that goal is questioned by many.

Dangerous consequences

Lee warned that the tit-for-tat retaliation it could
provoke may have very dangerous consequences.

“Basically, you are bifurcating and you are
dividing, and that way leads to a lot of trouble.
The world hasn’t seen this since the [Second
World] War, therefore maybe it doesn’t
remember or doesn’t quite feel what it is like.”

He cited the infamous Smoot-Hawley Tariff Act
passed by the US in 1930, which contributed to
the Great Depression and inter-country tensions
that eventually led to the war. Japan’s subsequent
attack on Pearl Harbour came shortly after
Washington cut off Tokyo’s imports of key raw
materials including petroleum and rubber.

“Now you are not talking about the US versus

Japan. You are talking about two nuclear powers.
And so you may or may not go all the way to
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the end of the road, and hopefully somewhere
before the end of the road, you will find an off
ramp or a way out, which will enable us to stop
short of the maximum damage to one another.”

However, Lee also said many countries,
including ASEAN nations, still want to secure
their economic futures through cooperative
trade. And they should deepen those ties to
provide some stability for the global system.

“I think within ASEAN, you can cooperate
more, and ASEAN can also work harder with
its external partners to conclude more [free
trade agreements] in order to work together.”

He also expressed confidence in Singapore’s
future as a global maritime and trade
hub, despite the uncertainties.

“Assuming there is peace and stability in the world,
that the global trading system holds the people that
still need to do business with one another — it’s not
a given, but I would bet on that and work for that.”

Shadow fleet tankers remain in recycling
limbo as sanctions prevent sales

TWO very large crude carriers destined for
recycling remain marooned off the coast of
Bangladesh, as cash buyers are unable to
complete their sale due to the vessels’ previous
employment in sanctioned oil trades.

The 1996-built Artemis I1I (IMO: 9102241) and the
1997-built Itaugua (IMO: 9102277) were sold for
recycling in January and are understood to have
arrived off the Indian subcontinent in February.

Ship recycling cash buyer GMS reports that
the two Ofac-sanctioned VLCCs recently
arrived at Chattogram, Bangladesh and are
now in limbo after several failed onward
resale attempts to local ship recyclers.

“Both vessels have yet to receive their respective
No Objection Certificates to permit their

entry into port limits for recycling, which
themselves need a local memorandum of
agreement prior to its issuance,” said GMS.

It noted that as the two VLCCs lie stranded off the
coast the Bangladesh Ship Breakers and Recyclers
Association and local letter of credit transacting
banks are unwilling to negotiate on tonnage in
blatant violation of US and international laws.

“It will be interesting to see what will
happen to these vessels and their respective
cash buyers who are now stuck with very
expensive assets that have no foreseeable
transactional future in sight,” said GMS.

India is also now taking a restricted approach

on the recycling of vessels previously engaged
in shadow fleet trading, while earlier deals for
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such ships are said to have been concluded
using non-US dollar payment arrangements.

“How the future of recycling the world’s
dark fleet unfolds in this post-sanction
friendly, trade war rollercoaster world of
2025 remains to be seen,” said GMS.

Meanwhile, during a quiet week for ship recycling
sales, shipbrokers report the sale of the 1991-built
aframax tanker EM Unity (IMO: 9189952) in

the past week. This 106,000 dwt vessel is said to
have been sold to Bangladesh ship recyclers.

EM Unity was one of several tankers
involved in cargo forfeitures by the
US government in recent years.

In 2021, the US seized cargoes from both EM Unity,
then named Arina, and Nostos (IMO: 9258014).
The cargoes totalled a combined 714m barrels

of oil and were sold for $51.5m, of which the US
pocketed about $39m, according to court filings. EM
Unity was under different ownership at the time.

EM Unity is also of the same ownership of
the VLCC EM Longevity (IMO: 9212864),
according to Lloyd’s List Intelligence data.

EM Longevity was sold for recycling in 2021, but

resurfaced in late 2024 when its identity and IMO
number were hijacked by a US-blacklisted tanker

as part of a complex sanctions-skirting scheme.
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Global trade faces 25% tariff surge by 2026,
warns Nobel-prize winning economist

A NOBEL-PRIZE winning economist has forecast
tariffs of up to 25% on nearly all world trade

by 2026, as Trump’s trade war and reciprocal
tariffs prompt the price of goods to skyrocket.

US economist Paul Krugman said that while
there are always glimmers of hope, these are
“really hard to find right now”, with all signs
pointing to a full-out “global trade war”.

While he stressed this will come as a combination
of factors, the common denominator and

single biggest contributor can be described
simply in two words, “Donald Trump”.

“The president of the United States does not
believe in free trade, and this matters especially
given the structure of US trade law,” said
Krugman, who likened Trump’s tariff motivation
to that of how “a drunkard uses a lamppost

for support rather than for illumination”.

“While we [the US] may say we are in favour of free
trade, operationally, it’s very hard to see a way in
which we do not have a large increase in tariffs.

“The president has enormous authority to act,
and does not require legislation by and large
to impose tariffs, and there’s a near certainty
for countries affected by this will retaliate.”

Krugman, who received the 2008 Nobel Prize for
Economics in light of his studies into economic
geography and global trade patterns and was a
New York Times columnist for more than two
decades up until 2024, also noted the “stress” or
impact radiating from China’s trade surplus.

“There is just a general deterioration in the
intellectual basis for a relatively open world
economy. So, my best forecast is that a year
from now, we will have something like 20% to
25% tariffs on most world trade,” he said.

His bleak prediction was presented at
last week’s European Shipping Summit
held in Brussels, Belgium.

For Europe he also offered a stark warning. Even

if the European Union has until now been a “good
player” in world trade, offering “relatively low tariffs
and generally done what it should”, this would count
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for nothing as the trade war begins to escalate.

In a little more than a week, on April 2, Trump
is expected to impose so-called retaliatory
tariffs on all US trade partners, in what the US
president has self-coined “Liberation Day”.

Although at this stage the extent of the tariffs and
how far they will go is uncertain, Trump has stated
that “whatever they charge, we charge, very simply”.

This uncertainty has been a feature of the early
days of Trump’s second administration, which
has seen tariff deadlines change almost on a
weekly basis, but duties have been imposed on
goods arriving from China, Canada and Mexico,
while a 25% US tariff on all steel and aluminium
from all countries took effect on March 12.

In addition to tariffs, Trump’s specific targeting
of China has extended to plans by revealed by the
US Trade Representative to enforce levies, which
could lead to over $1m in some cases, on port
calls by Chinese operators, China-built ships, and
all those with ships on order at Chinese yards.

As the trade war intensifies, Emmanuel
Grimaldi, president of Grimaldi and chair of
the International Chamber of Shipping, told the
audience in Belgium he shares similar concerns
over the direction of world trade as Krugman.

“I saw this coming, and this is why I have put free
trade at the top of the agenda since joining the ICS.

“I was already worried, despite some of my
colleagues saying things are going well.

The expansion of the trade is still on, but
unfortunately, there are some visible aspects,
such as national security, the huge chronic
deficit of certain countries, which are of

real concern. This has to be addressed.

“It’s bad news for the world because we

know that the wealth of nations comes
from the freedom of trade,” he said.
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MARKETS

The week in newbuildings: Japanese yards
pick up ro-ro ships and bulker orders

ORDERS for a pair of two bulk carriers,
two gas carriers, a trio of ro-ro cargoships,
eight tankers and eight general cargoships
were confirmed in the past week.

In the ro-ro cargo sector, Japan’s Mitsubishi
Shipbuilding Co confirmed that it signed
shipbuilding contracts for three 2,300 car
capacity vessels for delivery in 2028.

They have been ordered for Japanese
coastal service with one vessel each being
ordered by Miyazaki Sangyo Kaiun,
Nichitoku Kisen and Toyofuji Shipping.

The methanol dual-fuel vessels will be repeats
of two ships ordered in June 2024 by Toyofuji
Shipping and Fukuju Shipping, which are due
to be delivered in the fourth quarter of 2027
and the first quarter of 2028 respectively.

All five of the 168-metre long ships will be constructed
by Mitsubishi’s Shimonoseki Shipyard, which
specialises in the building of ro-ro type vessels.

They are claimed to provide a reduction in CO2
emissions per transport unit of over 20% compared
to replacement vessels utilising conventional fuels.

Also ordering new tonnage from Japan over
the past week was Wisdom Marine Lines. The
Taiwanese shipowner has contracted Naikai
Zosen to build two handysize bulk carriers. The
39,000 dwt ships are due for delivery in 2028.

Wisdom Marine Lines is a regular client of
Japanese shipyards and ordered two similar
vessels in March last year from Onomichi
Shipbuilding for delivery in 2027.

Finally, Japanese shipowner Mitsui OSK
Lines confirmed that it ordered two
very large ethylene carriers from South
Korea’s Samsung Heavy Industries.

The 100,000 cu m capacity vessels are
both backed by long-term charters to SCG
Chemicals of Thailand and are due to hit
the water in the first quarter of 2028.

Cosco Shipping doubles profit

COSCO Shipping Holdings, China’s largest
container carrier posted strong financial results in
2024, with net profit attributable to shareholders
surging 105.8% to CN'Y49.1bn, marking the
highest level in three years. Total revenues
reached CNY233.9bn ($32.2bn), a 33.3% increase
from the previous year, stated the Shanghai-
listed company in its latest fiscal report.

The company’s container shipping sector saw
revenue grow 34.4% to CNY226bn, with gross
profit margin improving to 29.2% from 14% in
2023. Cosco Shipping Lines and OOCL handled
a total of 25.9m teu last year, up 10.1% year on
year. Asia-Europe cargo volumes fell 13.3% to
3.8m teu, but revenue surged just over 41% to
CNY46.5bn, driven by higher freight rates.

Despite a surge in new vessel deliveries in 2024,
Red Sea detours and ongoing port congestion
have absorbed part of the additional capacity,
preventing a supply glut and supporting a
rebound in freight rates, stated the company.
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Analyst Zeng Zhixing from Huayuan Securities
in China told Lloyd’s List that, as a leading
container carrier, Cosco Shipping Holdings will
be able to remain profitable even in a subdued
market as Red Sea rerouting continues. He
suggested that continued global instability
may bring the company extra benefits.

The company reported a 6.1% rise in total container
throughput for its port operations in 2024,
reaching 144m teu, while revenue grew 4% to
CNY10.8bn. A highlight of its overseas expansion
was the opening of Chancay port in Peru.

Alongside its annual report, Cosco Shipping
Holdings also released its 2024 sustainability
report. The company reported that, for every
CNY1im revenue from its container shipping
business, approximately 97 tonnes of greenhouse
gases were emitted in 2024, a 17.9% reduction from
the previous year. In its port segment, this number
stood at 18.8 tonnes, down 13.6% year on year.
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The company stated in its environmental, social
and governance report 2024 that it aims to reach

net zero emissions around 2050. Currently, it has

32 methanol dual-fuel container ships, including
both operational and under-construction,
with a total capacity of nearly 590,000 teu.

By the end of 2024, the company operated a
fleet of over 3.3m teu across 429 routes.

Looking ahead, the company stated that
heightened geopolitical risks, escalating trade
tensions, and growing policy uncertainty are key

challenges for 2025. While container shipping
demand is expected to continue rising, the
growth rate is likely to decelerate, it said.

IN OTHER NEWS

MOL and CMB.Tech partner

on world’s first ammonia-

fuelled capesizes

JAPAN-BASED Mitsui OSK
Lines and Belgian company
CMB.Tech will jointly own the
world’s first dual-fuel ammonia
capesizes and chemical tankers.

The two companies will own three

210,000 dwt newcastlemaxes,
which are being built at CSSC’s
Qingdao Beihai Shipbuilding
and are set to be delivered in
2026-27. They will be charted
out to MOL for a 12-year period.

Alongside the bulkers, the

two companies will jointly

own two dual-fuel ammonia
chemical tankers and four more
which can be converted to
ammonia-fuelled in the future.

APMT to invest $500m in

Port of NY and NJ

MAERSK's terminal unit APM
Terminals will invest $500m to
upgrade its terminal in the Port
of New York and New Jersey as
part of a deal to extend its lease
by 33 years through to 2062.

APMT and the Port Authority
of NY and NJ announced the
deal on Monday morning, with
the latter saying the investment
will take place “over the coming
years” to enhance cargo-
handling capacity at APM'’s
terminal in Elizabeth, NJ, which
is the port’s second largest.

The agreement “paves the way for

major infrastructure investments
which will enhance capacity and
transport velocity, create jobs
and strengthen the US economy”,
APMT said in a statement.

London Gateway expansion

work to start in May
CONSTRUCTION of two new
berths at London Gateway will
begin in May, after operator DP
World was granted approval
for the £1bn ($1.3bn) project.

The Dubai-based company

said it would take four years to
complete the expansion project
it announced last year, which will
see two new 400-metre berths,
the port’s fifth and sixth quays,
and a second rail terminal built
at the London container port.

Group chief executive Sultan
Ahmed bin Sulayem said DP
World had invested more than
£5bn in its UK operations,
providing 5,500 jobs. He hosted
the UK minister for state
investment, Baroness Poppy
Gustafsson, at the port to
discuss the project and the 400
permanent new jobs that will be
created through the expansion.

Fincantieri back in black

with 2024 results

ITALIAN shipbuilder Fincantieri
posted a profit of €27m
(829.1m) in 2024, after a

loss of €53m in 2023.
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Revenue increased 6.2% on
2023 to €8.1bn, driven largely
by the offshore and special
vessels and systems, and the
components and infrastructure
segments, which increased
28% and 36% respectively.

Last year, its order intake more
than doubled on 2023 to reach a
new record. That figure does not
include the deal with Norwegian
Cruise Line for four 220,000 gt
vessels signed in early 2025.
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Classified notices follow

Lloyd’s Listl>

Looking to publish a judicial sale, public notice,
court orders and recruitment?

Please contact: marketingservices@lloydslistintelligence.com
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: POOMPUHAR SHIPPING CORPORATION LIMITED

A Government of Tamilnadu Enterprise)
692, Anna Salai, IV" Floor, Nandanam, Chennai - 600 035, India
Telephone No. : 044 - 24330505 / 807, Fax : 91-44-24344593 124335706,
E-mail : pscship@gmail.com CIN : U63090TN1974PLC006596

GLOBAL E-TENDER INVITING NOTICE

Notice inviting e-tender for long term time chartering of one self-trimming Panamax gearless (or
with gears considered as gearless) vessel with capacity of about 68,000 to 79,000 DWT on
accountof NTECL.

E-tender bids are invited from the Ship owners / disponent owners for the following specification:

Tender Bid Tender
Tender Number Lay Days Period Download |Submission| Opening
start date | end date date
PSC/CHARTERING/  |25042025| 12 MO+ 1 51 032025 |21.04.2025 | 21.04.2025
e 3 Month e R R
004/2024-25., to +/-10 davs at at at
Dt20.03.2025 15.05.2025 choptior); 1600 hours | 1200 hours | 1400 hours

Tender document is available in e-tendering web portal https://tntenders.gov.in/nicgep /
app and www.tamilship.com at free of cost. Prospective bidders are advised to refer for
https://itntenders.gov.in/nicgep/app specific important details and upload their bid. The
conditions / requirement mentioned in the website shall be met out by the bidders. This
advertisement is an invitation for bid only. The details given in the website are comprehensive.
Tender Opening Venue: Poompuhar Shipping Corporation Limited, Head Office, No. 692, Anna
Salai, MHU Complex - 4th Floor, Nandanam, Chennai - 600 035.

Further, all communications / corrigendum will be updated through https://tntenders.gov.in
Inicgep/app only.

DIPR/1131/TENDER/2025 GENERAL MANAGER (OPS)
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